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WIRELESS LAN SWITCHES
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The Alcatel-Lucent OmniAccess™ 4504XM, 4604 and 47040AW-4504XM, OAW-4604, QAW-4704) switches
are high performance, dily-fegured WLAN switches that arealde to aggregateup to 32, 64 and 128 campus
connectedaccess points (APs) respectively. These WLAN switches provide a true user-certric network experierce,
déivering fdlow-me connectivity, idertity-based access, andppgication continuity services.

FEATURES BENEFITS
ee. w9 = High performance « Platforms designed frothe ground
e o0 i up to supportEEE 802.11nhigh
® 0o e :'mE =l mE mEE performancenetworks.
© @ ¢ imE mN mE mwa « Scalablearchitecture = Supports payasyou growcapability
X2 i e throughsoftware licensing mdel.
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by adding SWicenses.

e CentralizedWLAN switching » Allows for overlay deployments
without disruptionto the aisting
wireline infrastructure Simplifies
managementaskby minimizing the
number of network lements.

e Dynamic RFmanagement = Provides analysis dheRF ewironment
to facilitate deployment withself
tuning accesgoints and facili tates
operation ofthe network withvirtual
real time sitesurvey.

« Integrated wireless intrusiorprevention = Integrates both wireless networking
andwireless intrusion detectioand
preventionthusreducingthe cosof
wireless infrastructureand cosbf
operatingthe wirelessnetwork.

e User-centric security with = Preventsunauthenticated users
statefulfirewall from accessindghe corporatewire-
less network while safelgupport-
ing guest usergontractorsas
well as corporate usei3ecreases
management burdexfi security
throughrole-based ecurity.



FEATURES

e Real time locatiortracking

BENEFITS

 Allows for thereal time location tracking of wirelesssers toenrichpresence
information. Alsosupportsocation tracking of wirelesasset tags throughout
the enterprise.

< Improves voice quality through support of QoS mechanismshsasWMM, DSCP
marking andprioritization,and connection admission control. Al$mproves
voice end useexperience by maximizing battery lifer with proté€such as
U-APSD. Provides un-matched voice security through embeddatefulfirewall.

e Quality of serviceextendedattery
capabilities, application layeyateway
(ALG) for voice protocols

The OAW-4504XM is designedfor small businesses and branchoffices, while the OAW-4604 and OAW-4704
are designedfor medum to large enterprise or denseoffice degoymernts. These three WAN switches can be
easly depgoyed as anoverlay without any disruption to the existing wired network.

Advancedvoice-over-WLAN features such aGall Admisson Control (CAC), voice-aware RF managemenand dgrict
over-the-air qudity of service (QoS) dlow the OAW-4504XM, OAW-4604, and OAW-4704 tddiver mobile VolP
capaliities. These switches are managedvia the integated management capiity of the Alcate-Lucent OmniAccess
Wirdess (perating System or theAlcatel-Lucent OmniVista™ Mohility Manager.

Addtiondly, the OAW-4504XM, OAW-4604, OAW-4704 offer besst class user-certric security framework to
auherticate wireless users, enforceole-based access antrol pdicies and quaartine unsafe endpants from accessng
the orporate wireless network. Guest users can éaly and sfely supported vth the built-in captive portal server
and advarced network ®rvices.

The OAW-4504XM, OAW-4604, OAW-4704 can create a@wge networking ervironment without requring
addtiond VPN/firewall devices using integrated site-to-site VPN and NAT capalilities, split-tunnding and
stateful firewall. Site-to-site VPN support can bentegrated with all leadng VPN concentratord¢o provide seamless
integration into existing corporateVPNs

TECHNICAL SPECIFICATIONS

Performance and capacity * 802.11i PMK caching for fast roamingpplicaions * Per-packet identity verificatioto prevent
(OAW-4504XM / OAW-4604 / EAP offload for AAAserverscalabilityand impersoraton
OAW-4704) survivabili ty * RADIUS andLDAP-based AAA server support

Campus-connected APs: Wp 32/64/128
Remote APs: Upto 128/256/512

Users: Upto 2048/4096/8192

MAC addresses: U 64,000

VLAN IP interfaces:128/256/512

Gigabit Ethernet ports(RJ-450r SFP):4

Active firewall sessions: Upo 128,000
ConcurrentiPSec tunnels: Upo 512/4096/4096
Firewall throughput:3/4/4 Gbps
Encryptedthroughpu{3DES,AESCBC256):
1.6/4/8 Gbps
Encryptedthroughput(AES-CCM): 0.8/2/4 Gbps

Wireless LAN security and
control features

802.11i security (WFA certified WPAZNdWPA)
802.1X user andnachineauthenticaton
EAP-PEAP, EAP-TLS, EAP-TTLSupport
CentralizedAES-CCM, TKIPandWEP ecryption

Stateful 802.% authentication fostandadoneAPs
MAC addressSSID andlocation-based
authenticatiorMulti-SSD supporfor operaton
of multiple WLANs

S9D-based RADIUS server selection

Secure AP controend management ovié&Sec
or GRE

CAPWAP compatibleandupgadeable
DistributedWLAN mode for remote ABleployments
Simultaneous centralizeanddistributed
WLAN support

Identity based security features
* Captive portal, 802X andMAC address

authenticaton

e Username]P addressMAC address and

encryption key binding fostrong network
identity creation

Internal user databaser AAA server failover
protection

Role-based authorization for Bminating
excess pvilege

Robug policy enforcement withstateful
packetinspection

Per-user session accounting fsageauditing
Web-basedyuest arollment

Configurable acceptablesepolicies for
guest access

XML-based API for external captive
portalintegraton

xSec option for wired AN authenticatiorand
encryption(802.1X authentication, 256-bit
AES-CBC ecryption)
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TECHNICAL SPECIFICATIONS

Convergence features

Voice and data on aingle SSIDfor
converged evices

Flow-based QoS using voice flow classificatiofyFC)
Alcatel-Lucent NOE, SIP, Spectralink SVBCCP
andVoceraALGs

Strict priority queuing for over-the-aiQoS
802.11e support WMM, U-APSD andT-SPEC
QoS policing for preventingnetwork abuse
via 802.11e

DiffServ marking and 802.1p suppofor
network QoS

On-hookandoff-hook VolP clientdetection
VolP call admission contro{CAC) using VFC
Call reservation thresholds for mobWelP calls
Voice-aware RF managemenfor ensuing
voice quality

Fast roamingsupportfor ensuring nobile
voice quality

SIP early mediaandringing tonegeneraton
(RFC 3960

Per-userandper-roleratelimits (bandwidth
contracts)

Adaptive radio management
(ARM ) features

Automatic channelnd powesettingsfor
thin APs

Simultaneous air monitoringndend-user @vices
Self-healing coverage-baseah dynamic
RF condtions

Dense deployment options for capadfyimizaion
AP load balancing-basedn number ofusers
AP load balancing-basesh bandwidth tilizaion
Coverage holandRF interference dtection
802.11h support faradardetectionandavoidance
Automated location detection for actiRéID tags
Built-in XML-based Location API for

RFID applications

Wireless intrusion protection
features

Integration with WLAN infrastructure
Simultaneousor dedicated air monitoring
capabili ties

Rogue AP detectionandbuilt-in location
visualizaton

Automaticrogue,interfering andvalid AP
classficaton

Over-the-airand over-the-wirerogue

AP containment

Ad hoc WLAN network detectiorandcontainment
Windows client bridgingandwireless
bridge detection

Denial of serviceattackprotection forAPs
andstatons

Mis-configuredstandalone AP detection
andcontainment

Third party AP performance monitoring
andtroubeshoding

Flexible attacksignature creation fomew
WLAN attacks

EAP handshake and sequemeenberanalysis
Valid AP impersonation etection

Frame floods, fake AP and Airjaektackdetection
ASLEAP, de-auth broadcastull probe
responseetection

Netstumbler-based netwogkobedetection

Stateful firewall features

Statefulpacketinspection tiedo userdentity
or ports

Location andtime-of-dayawarepolicy definition
802.11staton awarenesfr WLAN firewalling
Over-the-air policy enforcemenandstation
blacklisting

Session mirroringand per-packdogs for
forensicanalysis

Detailed firewall traffic logs fousageauditing
Application layer gatewayALG) supportor
NOE, SIP, SCCP, RTSPocera, FTP, TFTPPFTP
Sourceanddestination Networldddress
Trandation (NAT)

Dedicated flow processinbardwardor high
performance

TCP, ICMP denial of servicattackdetection
andprotection

Policy-based forwarding int&RE tunnelsfor
guesttraffic

External service interface for third partsecurity
integration for inline anti-virus, anti-sparand
contenffiltering apps

Heath checkingandload balancingor
external srvices

VPN server features

Site-to-siteVPN supportfor branch

office deployments

Site-to-site interoperability with thirdapty
VPN servers

VPN serveremulation for easyntegration
into WLAN

L2TP/IPSec VPN termination forWindows
VPN clients

XAUTH/IPSec VPNtermination forthird
party clients

PPTP VPNtermination for legacyPN integraion
RADIUS andLDAP server suppofftor

VPN authentication

PAP, CHAP, MS-CHAPand M S-CHAPv2
authenticaton

Hardware encryption foDES, 3DES, AES, MPPE

Secure point-to-point xSec tunnels & VPNs

Networking features and
advanced services

L2 andL3 switching over-the-ainndover-the-wire
VLAN pooling for easy, scalable networksijns
VLAN mobhility for seamlesd.2 roaming

Proxy mobile [Pandproxy DHCP for L3roaming
Built-in DHCP serverandDHCP relay
VRRP-based N+MWLAN switch redundancyL2)

AP provisioning-basedN+1WLAN
switch redundancyL3)

Etherchannel supporfor link redundancy
802.1dSpanninglree Protocol (STP)
802.1QVLAN tags

WLAN switch-based
management features

RF Planning andAP DeploymentTodkit
Centralized AP provisioningindimagemanagement
Live coverage visualization with Rteat maps
Detailed statistics visualization foranitoring
Remote packet capturfer RFtroubleshoding
Interoperable with Etheredl and Airopeelenayzers
Multi-WLAN switch configuratiormanagement
Location visualizationanddevicetracking
System-wideeventcollectionandreporting

Administration features

Web-basediserinterfaceaccess ovetTTP
andHTTPS

Quickstartscreengor easyWLAN
switch configuration

CLI accessising SSHTelnet andconsoleport

Role-based accessontrol forrestricted
adminaccess

Authenticated accessia RADIUS, LDAP or
Internal DB

SNMPv3 and SNMPv2 supportfor WLAN
switch monitoring

Standard MIBs andprivate enterprisél|Bs
Detailed message logs with syslog evedtficaion

Power consumption

OAW-4504XM: 35W maximum
OAW-4604: 45W maximum
OAW-4704:60W maximum
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TECHNICAL SPECIFICATIONS

Power specifications (AC input Operating specifications and Regulatory and safety compliance
requirements) dimensions - FCCpart 15Class ACE

OAW-4504XM = Operatingtemperature range 0° to 40°  Indugry Canada Class A

e AC Input Voltage: 90-264V~, universalinput * Storagetemperature range 10° to 70° = VCCI Class A (apan)

e AC Input Current:1.5A * Humidity, non-condensing to 95% e EN55022 Clas# (CISPR22Class A), EN61000-3,
e AC Input Frequency47-63Hz * Height1.75 (44 mm) EN 61000-4-2, EN61000-4-3, ENLOOO-4-4,
OAW-4604 and OAW-4704 - Width 13.8 (351 mm) EN 61000-4-5, EN 61000-46, EN 61000-4-8,
= AC Input Voltage: 90-264V~, universalinput e Depth 11.7(297 mm) EN61000-4-11, EN55024S/NZS 3548

e AC Input Current:2.2A Weight = UL 60950EN60950

« AC Input Frequency47-63Hz - OAW-4504XM: 7.11bs/3.2 Kg (inboced) = CAN/CSA 22.2 #60950

e CE mark, cTUVus, GS, CB, C-tick, Anatel, NQ

o OAW-4604/ OAW-4704: 7.41bs/3.4Kg
MIC, 1QC

(unboxed)

ORDERING INFORMATION

PART NUMBER

DESCRIPTION

OAW-4504XM-0

OmniAccessA504XM - 4x10/100100BaseT (RJ-45)or 100BaseX (SFP) dual personalityports(no AP license included). Casupportup to
32APs (additional AP licensesequired).

OAW-4504XM -8

OmniAccessA504XM - 4x10/1000100@BaseT (RJ-45)or 100BaseX (SFP)dual personalityports,bundled with8 AP license. Carsupport
up to 32APs (additional AP licensesequired).

OAW-4604-0 OmniAccess4604 - 4x10/100/100BaseT (RJ-45)or 100BaseX (SFP) dual personalityports(no AP license included). Casupport up to 64
APs (additional AP licensesequired).

OAW-4604-32 OmniAccess4604 - 4x10/100/100BaseT (RJ-45)or 100BaseX (SFP) dual personalityports,bundled with32 AP license. Carsupport up to
64 APs (additional AP licensesequired).

OAW-4704-0 OmniAccessA704 - 4x10/100/100BaseT (RJ-45)or 100BaseX (SFP) dual personalityports(no AP license included). Casupport up to 1
APs (additional AP licenseseguired).

OAW-4704-64 OmniAccessA704 - 4x10/100/100BaseT (RJ-45)or 100BaseX (SFP) dual personalityports,bundled with64 AP license. Carsupport up to
128APs (additional AP licensesequired).

OAW-SFP-SX OmniAccess WirelesSFP- 100BaseSX, LC Connector

OAW-SFP-LX OmniAccess Wireless SFP100®aselLX, LC connector

OAW-SFP-TX OmniAccess Wireless SFPLOO®Base-T, RJ-45connector

To learn more,contactyour dedicatedilcatel-Lucent representative, authorized reselt@rsalesagentYou canalso visitourWeb siteat www.alcatel-lucent.com.

www.al catel-lucent.com
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